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Privacy Notice
Bottisham Medical Practice
This Privacy Notice explains how Bottisham Medical Practice collects, uses, stores and shares your personal information and your rights under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. Privacy notices are a key requirement of data protection law and NHS information governance standards. [digital.nhs.uk], [legislation.gov.uk]
This notice applies to all patients, carers, relatives, staff, contractors, applicants, visitors and users of our services.

Who We Are
Bottisham Medical Practice is a GP surgery providing NHS primary care services to patients in Cambridgeshire.
We are registered as a Data Controller for the purposes of UK data protection legislation. This means we are responsible for deciding how your personal information is used and protected.
Practice Address
Bottisham Medical Practice
Tunbridge Lane
Bottisham
Cambridge
CB25 9DU
Telephone: 01223 810030
Information Commissioner's Office Registration Number: Z6103554

Data Protection Officer (DPO)
The Data Protection Officer (DPO) and Information Governance team for NHS Central East ICB can be contacted by email at ceicb.dpo-gpcontractedservice@nhs.net.
Contact Information	
Email: ceicb.dpo-gpcontractedservice@nhs.net.
Postal Address: NHS Central East ICB, Gemini House, Bartholomew's Walk, Cambridgeshire Business Park, Angel Drove, Ely, Cambridgeshire CB7 4EA	
Main Switchboard: 0330 057 1025 	
The Law We Follow
We process information in accordance with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Common Law Duty of Confidentiality
· Human Rights Act 1998
· Health and Social Care Act 2012
· NHS England Information Governance Requirements
· NHS Records Management Code of Practice for Health and Social Care 2021 (updated 2026) [digital.nhs.uk], [digital.nhs.uk]

Information We Collect
We may collect and process:
Personal Information
· Name
· Date of birth
· NHS number
· Address
· Telephone number
· Email address
· Emergency contact details
· Next of kin details
Special Category Information
As a healthcare provider, we also process:
· Medical records
· Diagnoses
· Medications
· Test results
· Clinical notes
· Vaccination records
· Mental health information
· Sexual health information
· Ethnicity
· Language requirements
· Disability information
· Religion where clinically relevant
Administrative Information
· Appointment information
· Complaints
· Surveys and feedback
· Correspondence
· Referral information
· Safeguarding information

Why We Use Your Information
We use personal information to:
Provide Direct Care
· Diagnose and treat illness
· Arrange referrals
· Prescribe medication
· Coordinate care with hospitals and community services
· Support safeguarding activities
Manage NHS Services
· Clinical audit
· Quality improvement
· Healthcare planning
· Patient safety investigations
· Complaints handling
· Financial management
Legal and Regulatory Requirements
· Comply with NHS regulations
· Meet statutory reporting obligations
· Support public health activities
· Respond to court orders or lawful requests
Patient information may also be used for approved research, planning and population health management activities where permitted by law. [digital.nhs.uk], [england.nhs.uk]

Our Legal Basis for Processing
Under UK GDPR we rely on the following legal bases:
Article 6 UK GDPR
Article 6(1)(c) - Legal Obligation
Where processing is necessary to comply with legal duties.
Article 6(1)(e) - Public Task
Where processing is necessary to perform healthcare functions carried out in the public interest. [digital.nhs.uk], [legislation.gov.uk]
Article 9 UK GDPR
For health information we rely on:
Article 9(2)(h)
Provision and management of health or social care.
Article 9(2)(i)
Public health purposes.
Article 9(2)(j)
Research, statistics and archiving where legally permitted. [digital.nhs.uk], [legislation.gov.uk]
Where consent is required, we will obtain it separately and explain how it can be withdrawn.

Who We Share Information With
We may share information with:
· NHS hospitals and trusts
· Community healthcare providers
· Mental health services
· Pharmacies
· Ambulance services
· Social care services
· Local authorities
· NHS England
· Integrated Care Boards (ICBs)
· Safeguarding agencies
· Approved healthcare contractors, software providers and digital service suppliers including TPP SystmOne, Accurx, Abtrace, MediData and iGPR where necessary to support the provision of healthcare services.
· 
For Bottisham Medical Practice this may include:
· NHS Cambridgeshire and Peterborough Integrated Care Board
· NHS England
· Local NHS Trusts and Foundation Trusts
Information is only shared where there is a lawful basis to do so and appropriate safeguards are in place. [gov.uk], [digital.nhs.uk]

Shared Care Records
Your information may be available through NHS Shared Care Record systems used by authorised health and care professionals involved in your care.
Shared Care Records help clinicians access accurate information to provide safer and more effective treatment.
Access is controlled through NHS security standards and role-based permissions. [digital.nhs.uk], [gov.uk]

Population Health Management
NHS organisations may use pseudonymised or identifiable information where permitted by law to:
· Understand local health needs
· Improve services
· Reduce health inequalities
· Plan healthcare provision
· Improve patient outcomes
These activities are carried out under strict information governance controls. [england.nhs.uk], [gov.uk]

National Data Opt-Out
The National Data Opt-Out allows patients to opt out of their confidential patient information being used for planning and research purposes in certain circumstances.
The National Data Opt-Out does not generally apply where information is used for your direct care, legal requirements or public health functions.
Further information is available at:
https://www.nhs.uk/your-nhs-data-matters/
[bottishamm...ice.nhs.uk], [digital.nhs.uk]

Medical Reports and Insurance Reports
The practice may use approved medical reporting providers, including:
· iGPR
These organisations act under contractual agreements and must comply with UK data protection legislation.
Information is only provided where there is a lawful basis or your consent has been obtained where required.
Digital Systems and Service Providers
Bottisham Medical Practice uses a range of NHS-approved digital systems and service providers to support the delivery of healthcare services.
These systems may process personal information and special category health data on our behalf or as part of the provision of NHS services. All suppliers are required to comply with UK GDPR, the Data Protection Act 2018, NHS information governance standards, confidentiality requirements and contractual security obligations.
Clinical Record Systems
The practice uses TPP SystmOne as its clinical records system. SystmOne is used to maintain patient records, record consultations, manage prescriptions, process referrals, receive clinical correspondence and support the delivery of healthcare services.
NHS National Services
The practice uses a number of national NHS systems, including:
· NHS Spine
· Summary Care Record
· Personal Demographics Service
· GP Connect
· Electronic Prescription Service (EPS)
· NHS e-Referral Service (eRS)
These services support the secure sharing of information between authorised healthcare organisations involved in your care.
Patient Communications
The practice uses Accurx to communicate with patients and support digital healthcare services.
Accurx may be used for:
· SMS messaging
· Appointment communications
· Patient questionnaires
· Online forms
· Patient triage
· Healthcare information and updates
· Secure communication relating to your care
Information provided through Accurx may be added to your medical record where relevant to your healthcare.
Long-Term Condition Management and Quality Improvement
The practice uses Abtrace to support:
· Long-term condition management
· Chronic disease reviews
· Recall programmes
· Preventative healthcare interventions
· Clinical audits
· Quality improvement initiatives
· Population health management activities
Abtrace uses information recorded within clinical systems to support healthcare professionals in identifying patients who may benefit from review, monitoring or follow-up care. Clinical decisions are always made by appropriately qualified healthcare professionals.
Prescribing Services
Information may be processed through NHS prescribing systems and shared with community pharmacies involved in dispensing medication and providing pharmaceutical services relating to your care.
Diagnostic and Referral Services
Information may be shared with NHS laboratories, diagnostic imaging providers, hospitals, community healthcare providers, mental health services and specialist services where necessary for your direct care and treatment.
Shared Care Records
Your information may be available through local, regional and national Shared Care Record systems where there is a lawful basis to do so and where access is required to support your healthcare.
Access to Shared Care Records is controlled through NHS security standards, role-based permissions and audit monitoring arrangements.
Data Security
All digital suppliers used by the practice are subject to appropriate information governance, contractual, cyber security and confidentiality requirements. These safeguards may include:
· Data Processing Agreements
· Role-based access controls
· Audit logging
· Encryption
· Secure data transfer arrangements
· Cyber security monitoring
· Regular compliance reviews
The practice regularly reviews its suppliers and digital systems to ensure patient information remains secure and protected.


Automated Decision-Making
The practice does not make decisions about patients solely through automated decision-making or profiling that produces legal or similarly significant effects.
Where risk stratification tools or clinical support systems are used, decisions are always reviewed by healthcare professionals. [bottishamm...ice.nhs.uk], [digital.nhs.uk]

Keeping Your Information Secure
We take the security of your information seriously.
Measures include:
· NHS secure systems
· Role-based access controls
· Multi-factor authentication
· Cyber security monitoring
· Staff confidentiality training
· Data processing agreements
· Secure disposal procedures
· Regular information governance audits
The practice completes the NHS Data Security and Protection Toolkit annually. [digital.nhs.uk], [cqc.org.uk]

International Transfers
Most information is processed within the United Kingdom.
Where a supplier stores information outside the UK, appropriate safeguards required under UK GDPR will be in place, including adequacy regulations or approved contractual protections.

How Long We Keep Information
Records are retained in accordance with the Records Management Code of Practice for Health and Social Care 2021 and subsequent updates. GP medical records are normally retained for the lifetime of the patient and in accordance with NHS retention requirements. [digital.nhs.uk]

Your Rights
Under UK GDPR you have the right to:
Right of Access
Request a copy of your personal information.
Right to Rectification
Correct inaccurate information.
Right to Restrict Processing
Request restrictions in certain circumstances.
Right to Object
Object to processing where permitted by law.
Right to Data Portability
Receive information in a reusable format where applicable.
Rights Relating to Automated Decision-Making
Request human review of significant automated decisions where relevant.
Right to Withdraw Consent
Where processing relies on consent, you may withdraw it at any time.
Please note that some rights are limited where healthcare legislation or public interest obligations apply. [legislation.gov.uk], [digital.nhs.uk]

Subject Access Requests
You have the right to request access to information we hold about you.
To make a request, contact the Practice Manager or Data Protection Officer.
We normally respond within one calendar month and do not charge a fee unless a request is manifestly unfounded or excessive. [legislation.gov.uk], [bottishamm...ice.nhs.uk]

Keeping Information Up To Date
Please tell us if:
· Your address changes
· Your telephone number changes
· Your email address changes
· Your next of kin changes
· Your name changes
Accurate information helps us provide safe and effective care.

Complaints
If you are unhappy with how we have used your information, please contact the Practice Manager or Data Protection Officer first so we can try to resolve your concerns.
You also have the right to complain to:
Information Commissioner's Office (ICO)
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Telephone: 0303 123 1113
Website: www.ico.org.uk
The ICO is the UK's independent authority responsible for upholding information rights. [legislation.gov.uk], [digital.nhs.uk]

Changes To This Notice
We may update this Privacy Notice from time to time to reflect changes in legislation, NHS requirements or our services.
The latest version will always be available on the practice website.
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This privacy notice is designed to meet UK GDPR transparency requirements, NHS Data Security and Protection Toolkit expectations and CQC Regulation 17 Good Governance requirements.

